
www.spsmai.com Vol: 3 Issue 14  ❚ July 16-31  •  2013

An SP Guide  PublicAtion

maiONLY FOrtNightLY ON  
Military 
aerospace  
internal security`5

5.
00

 (I
n

d
Ia

-b
a

se
d

 b
u

ye
r 

o
n

ly
)

stealthy seeding : a viewpoint Page 18

FroM the 
editor’s desK 3
sp’s exclusives 4
security breaches 22

Military

Updates 11

Report 14

aerospace

Developments 16

Unmanned  17

internal security

News 19

plus

Corporate News 20

Technology 21

technology perspective  
and capability roadmap 

2013

DE
LE

N
G/

20
10

/3
46

51

PAGE 4

x-47b drone makes  
its first carrier 
landing  Page 17

iaF begins pilatus  
pc-7 Mk ii basic flight 
training course  Page 2

SP’s

Dassault Rafale has been selected as the  
final contender for India’s MMRCA requirements



2  SP’S MAI  Issue 14 • 2013 www.spsmai.com

SPotlIght

www.spsmai.com Vol: 3 Issue 14  ❚ July 16-31  •  2013

AN SP GUIDE  PUBLICATION

maiONLY FORTNIGHTLY ON  
MILITARY 
AEROSPACE  
INTERNAL SECURITY`5

5.
00

 (I
N

D
IA

-B
A

SE
D

 B
U

YE
R 

O
N

LY
)

STEALTHY SEEDING : A VIEWPOINT PAGE 18

FROM THE 
EDITOR’S DESK 3
SP’S EXCLUSIVES 4
SECURITY BREACHES 22

MILITARY

Updates 11

AEROSPACE

Developments 16

Unmanned  17

INTERNAL SECURITY

News 19

PLUS

Corporate News 20

Technology 21

Technology Perspective  
and Capability Roadmap 

2013

DE
LE

N
G/

20
10

/3
46

51

PAGE 4

X-47B drone makes  
its first carrier 
landing  PAGE 17

IAF begins Pilatus  
PC-7MKII basic flight 
training course  PAGE 2

SP’s

1_SP's MAI Cover 14-2013.indd   1 16/07/13   10:37 AM

Owned, published and printed by Jayant Baranwal, printed at Kala Jyothi Process Pvt Ltd  
and published at A-133, Arjun Nagar (Opposite Defence Colony), New Delhi 110 003, India.  

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system,  
or transmitted in any form or by any means, photocopying, recording, electronic,  

or otherwise without prior written permission of the Publishers.

www.spguidepublications.com

Cover:
The Technology Perspective and 
Capability Roadmap 2013 is, in effect, 
the unclassified version of the long-term 
integrated perspective plan that seeks to 
synergise requirements and capabilities 
between the three armed forces and 
the Indian Coast Guard in a manner 
that lends to jointmanship, efficiency, 
lethality and economy of resources.

Cover images:  
Dassault Aviation, Pilatus, US Navy

Publisher And editor-in-Chief
Jayant Baranwal

AssistAnt GrouP editor
R. Chandrakanth

editoriAl AdViser 
Air Marshal (Retd) Anil Chopra

sr teChniCAl GrouP editors
Air Marshal (Retd) B.K. Pandey

Lt General (Retd) Naresh Chand
Lt General (Retd) V.K. Kapoor

R. Adm (Retd) S.K. Ramsay

sPeCiAl Contributor
Lt General (Retd) P.C. Katoch

AssistAnt editor
Sucheta Das Mohapatra

ChAirmAn & mAnAGinG direCtor
Jayant Baranwal

PlAnninG & business deVeloPment
Executive Vice President: Rohit Goel

Admin & CoordinAtion
Bharti Sharma

desiGn & lAYout 
Creative Director: Anoop Kamath 
Designers: Vimlesh Kumar Yadav,

Sonu Bisht
Research Assistant - Graphics:  

Survi Massey

sAles & mArKetinG
Director: Neetu Dhulia

General Manager Sales: Rajeev Chugh

sP’s websites
Sr Web Developer: Shailendra P. Ashish

Web Developer: Ugrashen Vishwakarma

© SP Guide Publications, 2013 

subsCriPtion/ CirCulAtion
Annual Inland: `1,320 • Foreign: US$ 325

E-mail:  subscribe@spguidepublications.com 

subscribe@spsmai.com

letters to the editor
editor@spsmai.com

for AdVertisinG detAils, ContACt:
advertise@spsmai.com

neetu@spguidepublications.com

rajeev.chugh@spguidepublications.com

sP Guide PubliCAtions PVt ltd
A-133 Arjun Nagar

(Opposite Defence Colony) 

New Delhi 110 003, India.

Tel: +91 (11) 24644693, 

24644763, 24620130

Fax: +91 (11) 24647093

E-mail: info@spguidepublications.com

rePresentAtiVe offiCe
204, Jal Vayu Vihar

Kalyan Nagar

Bengaluru 560043

Tel : +91 (80) 23682204

indian Air force uses Pilatus  
PC-7 mk ii for basic flight 
training course

Pilatus Aircraft Ltd has recently announced that 
the first Indian Air Force basic flight train-
ing course using the PC-7 Mk II aircraft com-

menced, as planned, on July 8, 2013,  at the Indian Air 
Force Academy at Dundigal, Hyderabad.

The Indian Air Force, the Indian Ministry of 
Defence and Pilatus have achieved this long-awaited 
and significant milestone as promised and on time.

More than 80 cadets will participate in this first 
training course. The resumption in basic flight 
training was achieved following delivery of the 14th  
PC-7 Mk II trainer aircraft in June 2013, within 14 
months after contract was signed.

In parallel, Pilatus has also provided training to 
Indian Air Force maintenance personnel and instruc-

tor pilots and has delivered a complete logistics sup-
port package.

The PC-7 Mk II aircraft would be used for basic 
training of all pilots of the Indian Air Force, in addi-
tion to the pilots of the Indian Navy and the Coast 
Guard. Till now this role was performed by the reli-
able but ageing workhorse, the HJT-16 Kiran aircraft. 
Ready to receive the new basic trainer that will bring 
in a much awaited augmentation of IAF’s training 
capacity, a comprehensive infrastructure upgrade is 
already underway at the Air Force Academy.

A total of 75 aircraft have been contracted from 
Pilatus, Switzerland. The procurement of PC-7 Mk 
II was approved by the government in May 2012 and 
the first batch of PC-7 Mk II arrived at the Academy in 
February this year as part of an accelerated induction 
plan. The first batch of flight cadets would start their 
training on PC-7 Mk II from July onwards.  sP 
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From the EdItor’S dESk

Consider this, India is all set to become one of the four largest 
military powers in the world by the end of 2020. In Asia, it has 
the second largest active military personnel after China. It is 

the largest importer of weapons over the last five years and the sev-
enth largest military spender. All these are required as in the north-
ern borders the threat perceptions are ominous, while internally 
there are disruptive elements. The armed forces have to be truly 
armed and by truly armed we mean ‘modern equipment’. 

It is in this background, we welcome the updated Technology 
Perspective and Capability Roadmap (TPCR) 2013, just released by 
the Integrated Defence Staff. The TPCR covers the expansive wish 
list of technologies and capabilities that the armed forces intend 
to acquire either indigenously or from abroad in the course of the 
next 15 years. It seeks to synergise requirements and capabilities 
between the three armed forces and the Indian Coast Guard in a 
manner that lends to jointmanship, efficiency, lethality and econ-
omy of resources. It has to be a judicious mix of indigenous tech-
nologies and from overseas companies. 

The Defence Minister A.K. Antony has rightly said that our 
defence forces require timely and cost-effective acquisition of 
defence equipment to enable them to meet any challenge to the 
country’s security. The TPCR will also create awareness in industry 
of the capability and technology requirement of the armed forces 
and the ecosystems that need to be developed for the same. 

In this issue, we have mentioned how the Indian Army is on the 
path of becoming a multi-dimensional and modern outfit, keeping 
in mind the future battlefield which is going to go beyond geograph-
ical space and physical domain.

As regards the Indian Air Force, upgradation of combat aircraft 
and enhancement of heavy airlift capabilities should be continu-
ous efforts and the government of the day has to take note of these 
requirements. As for the Indian Navy is concerned, the lead time for 
naval platforms takes a long time and the authorities should take 
note of these and create and develop assets in proper perspective. It 
is good that the document talks about air-launched anti-submarine 
warfare weapons and other modern technologies. 

The TPCR keeps in mind the dynamic changes that are tak-
ing place in technologies that go in securing the nation and also in 
nation-building tasks. The focus should be on futuristic technologies. 

Among the futuristic technologies would include snooping 
devices. In his frank and forthright column, Lt General (Retd) P.C. 
Katoch dwells on Edward Snowden’s disclosure that the US National 
Security Agency has been snooping globally. Stating that there has 
been a sharp increase in publicly disclosed vulnerabilities across 
security products during 2012 and future prediction is of increased 
attacks on security products, companies or solutions and that we 
have to live with this reality till we develop indigenous operating 
systems, hardware, software and chips. 

We look forward to your feedback as to help us sharpen our cov-
erage of news and analysis. 

Happy Reading !

Jayant Baranwal
Publisher & Editor-in-Chief

Judicious mix of 
self-reliance and 
acquisitions required  
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The Integrated Defence Staff has 
released an updated Technology Per-
spective and Capability Roadmap 

(TPCR) 2013, the second in two years, that 
covers the expansive wish list of technolo-
gies and capabilities that the armed forces 
intend to acquire either indigenously or from 
abroad in the course of the next 15 years. It is, 
in effect, the unclassified version of the long-
term integrated perspective plan (LTIPP) that 
seeks to synergise requirements and capabil-
ities between the three armed forces and the 
Indian Coast Guard in a manner that lends to 
jointmanship, efficiency, lethality and econ-
omy of resources.

The document lays down its intended 
purpose thus: Induction of new weapon 
systems is cost and time intensive. Building 
complex platforms like ships, submarines, 
tanks and fighter jets has a long lead time which is constantly chal-
lenged by the race to keep up with the relentless march of technology. 
It is therefore imperative that the long-term requirement of capabil-
ity be identified and understood for appropriate technology to be 
developed indigenously. The TPCR intends to provide the industry an 
overview of the direction in which the armed forces intend to head in 
terms of capability over the next 15 years, which in turn would drive 
the technology in the developmental process.

It is, in effect, a reference guide of interest to industry, developers, 
solution providers and vendors both in India and abroad.

“Our defence forces require timely and cost-effective acquisition 
of defence equipment to enable them to meet any challenge to coun-
try’s security. If they have to effectively meet these challenges, we must 
adopt a holistic approach towards defence acquisition right from the 
planning to final disposal of the weapon system without compromis-
ing on transparency, fairness and probity at any level,” writes Defence 
Minister A.K. Antony in the preamble to the exhaustive new docu-
ment released recently by the Ministry of Defence (MoD).

In the words of the MoD, this is a docu-
ment attempting to create awareness in 
industry of the capability and technology 
requirement of the armed forces, and will 
be regularly updated as and when plans are 
revised and would therefore attempt to pro-
vide the latest inputs on the Technology Per-
spective and Capability Requirement of the 
armed forces over a 15-year period. Interest-
ingly, the MoD stresses that it hopes that this 
would address the industry’s concern about 
a level playing field. “On the part of industry, 
it is expected that this document will encour-
age them to put forth firm proposals for 
participating in the self-reliance process in 
terms of R&D, production and product sup-
port commitments. It is also envisaged that 
the industry would be proactive and in future 
suggest options to the armed forces vis-à-vis 

their capabilities and available technologies. Taking a cue from the 
information disseminated through this document, the industry may 
undertake capability and capacity building so as to cut down on time 
period for the acquisition cycle,” it offers.

The document also lays marked emphasis on the need to indi-
genise and make Indian products for the armed forces the norm. 
It indicates that the Indian armed forces have identified technolo-
gies required to be inducted in development of future capability. 
The Defence Procurement Procedure has articulated the means 
of obtaining these either through the ‘Buy (Indian)’, ‘Buy (Global)’, 
‘Buy and Make’, ‘Make’ or the newly introduced ‘Buy and Make 
(Indian)’ categories. The country has had to perforce resort to ‘Buy 
(Global)’ option in the past due to a host of reasons, which has been 
an expensive proposition. Over-reliance on imported hardware has 
the potential to compromise on the country’s defence preparedness 
in times of crisis, through imposition of various technology denial 
regimes by the supplier. Self-reliance is, without a doubt, the spirit 
of the document. SP

Indian Army’s 15-year 
warfare capability 
roadmap

The Indian Army will see a multi-dimen-
sional modernisation effort going for-
ward, with asset accretion giving it 

wings, rotors and unprecedented land pres-
ence in terms of fresh assets on wheels, tracks. 
The TPCR envisages that the future land bat-
tlefield will extend beyond immediate geo-
graphical space and physical domain with the 
increasing ability of the warring sides to look 
deep into each other’s territory. “There shall 

be near real-time flow of information due to 
advanced integrated sensors. Precision fires 
would enhance lethality, cause heavy degra-
dation and provide deep strike capability. The 
battle would overlap through multi-spectral 
domains, i.e., conventional, sub-conventional 
and non-conventional. Technology would be 
the major force multiplier and would drive 
cyber, space and information warfare and 
these would be fought in the backdrop of 
nuclear environment,” says the document.

The capabilities that it will be impera-
tive to acquire include enhanced operational 
effectiveness of armoured and mechanised 

infantry fighting platforms, with emphasis on 
manoeuvrability, lethality, survivability and 
information dominance, the development the 
capacity to field a wired and net-connected 
infantry soldier (F-INSAS is only part of this) 
integrated with a battlefield management 
system and equipped with state-of-the-art 
weapons, the development of a comprehen-
sive firepower and fire support system based 
on long-range artillery, rockets and missiles 
with high lethality, precision and mobility, 
to achieve a high degree of transparency in 
the battlefield by means of integrated space-
based, airborne (including UAV mounted), PH
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Indian Air Force’s  
15-year warfare 
capability roadmap

In Operation Rahat, the flood relief mis-
sion in Uttarakhand, the IAF got the 
opportunity to put one of its new acquisi-

tions, the C-130J Super Hercules, to the test. 
In the coming years, the Indian Air Force 
will be the most visible face of modernisa-
tion, as its assets are deployed across the 
gamut of nation building and humanitarian 
relief operations. The medium multi-role 
combat aircraft (MMRCA) may be the most 
visible aspect of this effort, but it is by no 
means alone, as the TPCR shows.

Upgradation of combat aircraft is a con-
tinuous process to maintain the fleet’s opera-
tional relevance. The newer multi-role com-
bat aircraft will replace the present fleet in 
future. Future combat fleet will therefore be 
a mix of upgraded aircraft and high technol-
ogy modern combat aircraft with swing role 

capability. There is a need to enhance heavy-
lift capability of the Indian armed forces. Fur-
ther, newer generation medium-lift aircraft 
are required to bolster the transport capabil-
ity and fill the void between LTA and HETAC. 
The IAF, Army and Navy will need to build and 
sustain helicopter fleet to cater to the require-
ments of strategic and effect-based opera-
tions. VTOL hybrid aircraft will add flexibility 
and range while reducing response time. The 
envisaged roadmap as far as aviation is con-
cerned will take into account the following: 
capability to undertake day and night opera-
tions in all-weather conditions, modernisa-
tion and upgradation of all fleets to meet the 
challenges of advancement in technology, 
stand-off weapon capability during day and 
night, force multipliers like FRA, AWACS, sur-
face surveillance and carrier-launched AEW 
aircraft, more attack helicopters to enhance 
required capability in this area, upgrade exist-
ing helicopters and induct more helicopters in 
medium- and high-lift category (the Uttara-
khand operations have emphasised this even 

heliborne and surface-based sensors with 
high resolution imagery and real-time flow 
of information at all levels, to enhance night 
fighting capability by provisioning of state-of-
theart night vision devices (a task that suc-
cessive Army Chiefs have tried to address, 
but the gap is so huge, it will be years before 
all requirements are met), to move from a net 
enabled to a net-centric armed force by inte-
grating space, air and ground platforms.

Imperative would also be the ability to 
control cyberspace while ensuring informa-
tion superiority for own forces. In addition to 
these: to achieve enhanced sensor-to-shooter 
synergy by integration of sensors with fire- 
power resources at the disposal of the force, 
develop an effective air defence capability 
based on modern radar systems, advanced 
seekers and guidance-based surface-to-air 
missiles, gun systems and ammunition with 
advanced hit efficiencies, to develop a fully-
integrated combat aviation fleet based on 
helicopters to form the aerial manoeuvre 
component of the force, duly supported by 
reconnaissance and logistics aerial platforms. 
The futuristic aerial platforms must comprise 
advanced avionics, state-of-the-art navigation 
and weapon systems. The aircraft must have 
high reliability and survivability in an electron-
ically dense environment. To enhance mobil-
ity of own forces and deny/retard the same to 
the adversary. The capability of bridging gaps, 
both wet and dry, development of mine lay-
ing and recording technologies and counter-
ing adversary’s explosive devices would act as 

force multipliers, to develop a state-of-the-art 
chemical, biological, radiological and nuclear 
defence and protection capability, the capa-
bility to undertake protected operations in 
built up urban/semi-urban, rural areas so as 
to achieve the military objectives with mini-
mum casualties/collateral damage, to attain 
amphibious capabilities of designated forces 
with fighting platforms and support vehicles 

which will need to traverse over riverine and 
such like terrain, to evolve an agile, respon-
sive, integrated and cost-effective logistics sys-
tem through use of modern technology and 
management practices, in synergy with other 
services and the national industrial base.

The TPCR document also details the 
roadmap for missile capabilities. Here it 
talks about joint area missile defence involv-
ing the use of air defence assets of the three 
services in conjunction with the surveil-
lance sensors of other agencies to detect, 
track, acquire and destroy incoming theatre 
ballistic and cruise missiles. It encompasses 
the seamless flow of information on missile 
launch by specialised surveillance capabili-
ties, through tracking by the weapon sensors 
to missile negation and destruction.

In terms of generic missile capabili-
ties, the document lays out that the coun-
try’s forces will need to have surface-to-air 
strike capabilities comprising both long-
range and short-range surface-to-air mis-
siles with capability to engage the low-flying 
sea skimming missiles with integrated fire 
control systems, surface-to-surface strike 
capabilities comprising anti-ship surface-
to-surface missiles, and land attack cruise 
missiles with fire-and-forget homing heads, 
telemetry systems for monitoring missile 
flight parameters are critical for operational 
preparedness and compact, cost-effective, 
state-of-the-art telemetry systems would 
go a long way in enhancing the combat effi-
ciency of the armed forces. SP
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further), air defence assets in terms of radars 
and SAGW to address multi-level, multi-mode 
threats and to operate in networked environ-
ment. Also, multi-spectrum IEW capability, 
including space-based capability and opera-
tional infrastructure for analysis of data and 
real-time transmission, space-based assets 
for C4ISR, communication of all types, navi-
gation, meteorology and capability to defend 
own assets. One of the most important aspects 
will be stealth technology and its applications 
in crucial programmes under development, 
including a fighter aircraft and a UCAV. In 
addition, independent, jam proof, navigation 
capability with inbuilt redundancy for the 
aviation platform, “There would be a need 
to keep the entire area of interest under con-
stant surveillance. In the maritime theatre, 
the primary area would be the focal point of 
the SLOCS, approaches to the Indian Ocean, 
the entire IOR, Offshore Development Areas 
(ODAs) and island territories. The increased 
risk of asymmetric threat and coastal security 
scenario would necessitate persistent coastal 
surveillance. The requirements would be met 
through a surveillance matrix comprising of 
long-/medium-range maritime reconnais-
sance (LRMR and MRMR) aircraft, amphibi-
ous aircraft and UAVs,” says the document.

As the Vikramaditya/Gorshkov carrier 
enters its phase of sea trials, the indigenous air-
craft carrier programme and ongoing induc-
tion of advanced fighters to operate from these 
carriers, fighter aircraft would graduate to 

discharging multifarious roles. These would 
include fleet integral air defence, maritime 
strike, strike against shore targets at extended 
ranges, escort and buddy refuelling missions. 
Submarines would remain one of the domi-
nating threats to a ship at sea. Hence, early 
detection at extended ranges, ability to con-
tinually monitor movement and take effective 
hostile action would be a constant prerequi-
site for naval aviation. This would be achieved 
through LRMR aircraft at extended ranges, 
MRMR aircraft at closer ranges/along the 
coasts and integral helicopters operating from 
warships. Troop carrying helicopters oper-
ating from both ships and ashore would be 
required to augment aviation assets in order to 
effectively undertake special operations in dif-
ficult terrains, ODAs, island territories, counter 
asymmetric threat and combat piracy in the 
IOR. Prime Minister Manmohan Singh, who 
was recently in Japan, signed an agreement 
with the country agreeing to explore ways for 
India to acquire the Shinmaywa US-2 amphib-
ious aircraft. Aircraft such as these would form 
a key element towards undertaking coastal/
inter-island ferry for personnel and cargo, sup-
ply of critical spares to ships and submarines 
at sea, SAR missions and visual/radar surveil-
lance of coastal areas and island territories, 
casualty evacuation at sea, rapid response mis-
sions towards induction/withdrawal of special 
forces and humanitarian assistance.

In Uttarakhand, the IAF was able to deploy 
a single Mi-26, perhaps the only one service-

able from one a handful left. The MoD will 
shortly conclude a contract for 15 CH-47F 
Chinooks from Boeing. Heavy-lift helicopters 
would significantly bolster the capability to 
land troops and equipment both on land and 
offshore. They would come in very handy for 
road building in mountainous terrain, says 
the TPCR document. The envisaged aircraft 
inductions would be supported by modern 
integral armament with weapon technologies 
facilitating faster response and enabling preci-
sion strikes to meet emerging threats. Devel-
opment of full motion with six degrees of free-
dom simulators for all existing and future air 
platforms. Development of rear cockpit train-
ers for mission training of observers. Both sim-
ulators should be linkable for full crew training 
in mission roles. Towards capitalising on the 
unique capabilities of UAVs in terms of per-
sistent surveillance, an increased role is envis-
aged to be played through induction of high-/
medium-altitude long endurance UAVs and 
ship based VTOL. The following capabilities 
will be imperative: Development of land- and 
ship-launched UAVs of mini and tactical cat-
egories, development of unmanned combat 
vehicles for use from land, ship and subma-
rine, development of land and ship-launched/ 
recovered UAVs and UCAVs with integrated 
radar/IR/laser/video surveillance systems, 
ESM and ECM and networking capabilities. 
Data-linking of these UAVs with other units in 
a net-centric data domain for real-time data 
transfer across multiple pathways. SP

Indian Navy and Coast 
Guard’s 15-year warfare 
capability roadmap

Lead time for naval platforms is by far 
the maximum among the three ser-
vices, necessitating far greater fore-

sight for asset accretion. In fact, the Navy’s 
current depleting submarine strength is 
the result of a combination of factors that 
hamstrung planners at a crucial phase. The 
TCPR on maritime technologies, therefore, 
is particularly focused on futuristic technol-
ogies, keeping in mind the lead time neces-
sary to bring assets into the Navy.

The document starts by talking about 
air-launched anti-submarine warfare weap-
ons, which would include the development 
of super-cavitating air-launched underwa-
ter weapons including high speed torpe-
does with extended ranges, light-weight air-
launched intelligent mines, air-launched 
torpedoes with ranges greater than 15 km, 
intelligent air launched torpedoes with loi-

ter and self-detection capabilities and wea-
ponisation of UAVs with precision-guided 
ammunition and missiles. In the sphere of 
special operations and diving, the technol-
ogy that the Navy would be interested in 
include battle management systems for 
integration of the special operation ele-
ments with other naval components in a 
network-centric environment, hands-free 
secure real-time voice and data transmitting 

equipment for tactical and area communi-
cation, special purpose craft, RHIBs, vehi-
cles and other associated systems for special 
operation teams, IR/thermal and optical 
sights for observation and assault, sniper 
area weapons, special ops equipment and 
explosives tailor-made to meet symmetric 
and asymmetric threats, small arms simu-
lators and indoor combat work-up stations 
for conduct of work up and training, mine 
countermeasures and explosive ordnance 
disposal related equipment, ISR equipment, 
equipment for conduct of underwater sal-
vage operations, recompression chambers 
(RCCs) and associated systems.

In the realm of coastal security, the tech-
nologies of interest include unmanned sur-
face vessels (USVs) for investigation of con-
tacts and patrolling, mobile radar and AIS 
systems to cover gaps along the coast, capa-
bility to track all vessels at sea in IOR, capa-
bility to distinguish rogue vessels by contact 
motion analysis (CMA) and other methods 
of analysis from the track data, modern high 
definition radars, better optical sights and 

INS Satpura
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India and China discuss 
joint exercise for 
October 2013

India and China are in the process of 
finalising the modalities of their first 
military joint exercise since 2008 during 

the ongoing visit of Defence Minister A.K. 
Antony to Beijing. Both sides have decided 
to hold a joint exercise in China in Octo-
ber 2013. Both sides have also agreed that 
the navies and air forces of both countries 
will also undertake enhanced professional 
exchanges. In discussions with his coun-
terpart General Chang Wanquan in Beijing, 
Antony also brought up a new border coop-
eration agreement designed specifically to 

avoid the sort of tensions that sprung up fol-
lowing the incursion by Chinese troops into 
Indian territory earlier this year.

In a statement, the Indian Ministry of 
Defence said, “Premier Li Keqiang and the 
Defence Minister conveyed that the new lead-
ership in China attaches great importance to 
developing friendly and cooperative relations 
with India. Antony conveyed that India recip-
rocates the sentiment and looks forward to 
building the relationship further on a founda-
tion of mutual trust and confidence and based 
on mutual respect for each other’s concerns. 
In the discussions between the two Defence 
Ministers, measures to promote mutual trust 
and confidence building between the armed 
forces were discussed. It was agreed that ‘stra-
tegic communication’ is required for building 
trust and understanding.” SP

Arihant heads for sea 
trials this year 

India’s first nuclear submarine, the Ari-
hant, will enter a phase of sea trials this 
year, the DRDO’s new chief Dr Avinash 

Chander has said, expressing confidence 
that there would be no more delays in the 
landmark effort. The submarine is cur-
rently in an extended phase of harbour and 
systems trials. The boat’s pressure water 
nuclear reactor is yet to be tested, and this 
could take a few more months before sci-

entists and engineers at the Shipbuilding 
Centre (SBC) in Visakhapatnam achieve the 
confidence levels required to put the Ari-
hant out to sea for confirmatory sea trials.

In August last year, then Navy Chief Admi-
ral Nirmal Verma had said, “We’re pretty close 
to putting her to sea. In submarine design, 
there’s an element of unpredictablity. It’s a 

hugely complex exercise. Sometimes, unex-
pected problems do come up. But I can say 
that in the next few months, she’ll be ready 
for sea trials.” Since that time, certain hiccups 
have cropped up, slowing down progress 
towards sea trials. A second hull has already 
been fabricated by L&T in Gujarat and is to be 
the second of the Arihant class of submarines 
for what will be a total fleet strength of at least 
three SSBNs. SP

night vision devices. Constant underwater 
surveillance will form an important part of 
Indian Navy’s ability to protect its vessels, 
personnel and underwater interest from 
hostile submarines. The Sea Glider can be 
used to monitor shallow-water environ-
ments from fixed positions on the ocean 
floor or by moving through the water to scan 
large areas for extended periods of time.

The TPCR document also lists the fol-
lowing as significant for maritime warfare: 
ship-launched/recovered UAVs and UCAVs 
with integrated radars/IR/Laser/video sur-
veillance system, laser-based wake detec-
tion capability, low frequency transducers 
for underwater detection, surface-to-sub-
surface strike capabilities comprising devel-
opment of long, short and medium range 
super-cavitating torpedoes, with active 
homing heads, development of ship fitted 
guns and mountings with limited surface 
attack capability to engage unarmed mer-
chant shipping, beach softening, anti-air 
defence, including the CIWS gun mounts 
(like the Raytheon Phalanx on the INS 
Jalashwa) capable of engaging the low fly-

ing sea skimming missiles, with fire control 
systems for target acquisition and target 
identification, improved ammunition with 
limited precision guidance for increas-
ing the range and lethality of SR/MR guns, 
towed array, variable depth and seabed sur-
veillance sonar systems and development 
of higher accuracy RLG-based INS systems. 
Laser communications could be adopted in 
future to achieve two-way real-time com-
munications with submarines at opera-

tional depths, says the document, adding, 
this technology would also offer exchange 
of data at very high rates. On the amphibi-
ous aircraft front, the document says that 
these need to be developed for missions like 
intelligence gathering, HADR, SAR, logistics 
and communication duties in fleet support, 
along with conventional aircraft carrier. It 
also calls for unmanned underwater vehi-
cles (UUVs), where technology in the field 
of unmanned vehicles can also be used to 
develop UUVs which could be used as small, 
high-speed submarine hunters, or mine 
clearance. “The next generation of subma-
rines could carry a number of UUVs capable 
of penetrating shallow rivers or canals while 
the mother submarine lies safely out in 
deeper water. The UUVs could also be used 
as forward sensors, as a means to detect 
minefields or as weapon carriers,” the docu-
ment suggests. On the underwater surveil-
lance front, the thrust in future should be 
towards development of advanced sonars. 
In the longer term, it may be possible to 
depict objects in three dimensions using 
laser technology. SP 

S-80 class submarine
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Indian firm to build 
parts for Boeing’s 
Chinook 

Indian firm Dynamatic Technologies Ltd 
(DTL) has been awarded a first supplier 
contract in the country to manufacture 

the aft pylon and cargo ramp assemblies 
for Boeing’s model CH-47F Chinook, a 
platform that the IAF will be ordering 15 
of shortly. Late last year, the IAF chose the 
CH-47F over the Mi-26T in its heavy-lift 
helicopter competition, with a contract 
likely to be signed this fiscal.

“This contract is another demonstra-

tion of our commitment to partnering with 
India’s aerospace industry to bring the best 
local talent and technologies to Boeing and 
in turn to our customers,” said Boeing India 
President Pratyush Kumar. Earlier in March 
2010, DTL won a contract award to supply 
the mission and power equipment cabi-
nets for the Indian Navy’s P-8I long-range 
maritime reconnaissance (LRMR) aircraft. 
“Boeing’s high-quality products and unique 
processes make it a terrific customer for us 
to have,” said Udayant Malhoutra, CEO and 
Managing Director, Dynamatic Technolo-
gies Limited. “This order gives us the oppor-
tunity to be involved in Boeing’s global sup-
ply chain at a whole new level.” SP
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MAV aerodynamics 
research tunnel being 
established 

With a slew of micro air vehicle 
development programmes under 
way at the Aeronautical Devel-

opment Establishment (ADE), National 
Aerospace Laboratory (NAL), academic 
institutions and private 
industry, a new advanced 
research tunnel is being 
established in Bengaluru 
to speed up testing and 
development work. The 
Indian Army and para-
military forces have stated 
requirements for MAVs 
for operations. The MAV 
Aerodynamics Research 

Tunnel (MART) is being sponsored by the 
Aeronautical Development Research Board 
(ADRB) and DRDO, and will meet all special 
requirements of MAV studies.

Literature on the new facility 
accessed by SP’s M.A.I. says, “Wind tun-
nel testing has an important role to play 
in the development of mission-capable 
MAVs with high endurance. MART at 
CSIR-NAL is being established to meet 

all the special require-
ments for MAV studies. 
Some of the features of 
this low speed, suction 
type closed test section 
low turbulence wind 
tunnel include open 
jet test section with a 
large Betz chamber and 
active gust generation 
mechanism.” SP

DRDO to expedite 
production of 16 
Nishant UAVs for 
CRPF 

With the Army clearing the 
indigenous Nishant UAV for 
an extended 4.5-hour surveil-

lance sortie and things progressing well 
in the final stages of operationalisation 
for army operations at the battalion level, 
the DRDO is now focusing on meeting 
an order of 16 Nishants for the CRPF for 
anti-Maoist operations. The paramilitary 
force chose the Nishant as it requires 

no runway and minimal infrastructure 
for launch and recovery. The Nishant’s 
launch vehicle carries a rail launcher and 
the UAV is recovered by a parachute at 
any chosen location.

The CRPF has had a chance to evalu-
ate the platform and has been impressed 
with its capabilities. Its decision to own 
and operate its own fleet of UAVs fol-
lowed problems with coordination with 
other agencies like the NTRO. Other 
paramilitary forces like the BSF, ITBP 
and SSB are also looking to acquire UAVs 
and MAVs, and are at various stages 
of processing such requirements. The 
police services of several states, includ-
ing Punjab and Chhattisgarh are also 
looking for mini UAVs for operations in 
build-up areas. SP 
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AMCA to be developed 
in 12 to 15 years 

While the DRDO puts its full 
weight behind priority delivery 
of the LCA Tejas to the Indian Air 

Force (IAF), its new Chief Dr Avinash Chan-
der has made an ambitious claim: that the 
stealth fifth-generation advanced medium 
combat aircraft (AMCA) will be delivered 
in 12-15 years. The AMCA, while not a for-
mally sanctioned project yet, is still on the 
drawing board in the conceptual phase, 
and will receive formal funding only once 
deliveries begin of the FOC LCA Tejas Mk.1.

The DRDO is currently working on 

several enabling technologies, including 
stealth, vectored thrust nozzles, serpen-
tine air intakes, internal weapons bays, 
advanced avionics, etc to form the founda-
tions of the advanced aircraft. The aircraft 
will be larger and more powerful than the 
Indo-Russian PMF/FGFA, and will be a 
priority stealth strike platform for opera-
tions behind enemy air defences. Current 
research and development on the project 
is being funded through internal resources, 
and work will pick up in earnest from late 
2014 when the burden of the LCA Tejas is 
off the DRDO’s shoulders. A degree of for-
eign consultancy will be inevitable on the 
AMCA, sources indicate. SP 

India and Russia to 
discuss second N-sub 
lease 

India and Russia are to shortly begin 
negotiations on the least of a second 
nuclear attack submarine for the Indian 

Navy. In April last year, the Navy welcomed 
the INS Chakra into ser-
vice in Visakhapatnam, 
an Akula-II class boat. 
The second boat is likely 
to be completed, updated 
Iribis, an Akula that was 
only half constructed but 
abandoned as a result of 
paucity of funds.

In 2003, original nego-
tiations between India 

and Russia had envisaged the leasing of 
two submarines—both the Nerpa and Iri-
bis, though the latter was finally dropped, 
while Nerpa became the Navy’s second 
INS Chakra. The Iribis, which goes with the 
working title Chakra III for the moment, 
will be the second of a plan of three nuclear 
attack submarines the navy has planned for, 
in addition to five ballistic missile boats of 

the Arihant and Arihant+ 
class. The INS Chakra cur-
rently in service with the 
Navy’s eastern fleet has 
been on nearly non-stop 
patrol since its induc-
tion in April last year, 
and the Navy is reported 
to be very satisfied with  
its capabilities and  
performance. SP 

Agni-IV and Agni-V  
to be inducted in  
two years

In a first for India’s strategic deter-
rent programme, the DRDO will be 
working hard to test, operationalise 

and induct the Agni-IV and Agni-V in 
to service within the next 24 months. 
Never before have two missiles with 
a combined range in excess of 10,000 
km been slated for entry into service 
together with the country’s Strategic 
Forces Command (SFC). The SFC’s 
land-based deterrent currently includes 
the Agni-I, II and III, accounting for 
ranges between 750 km-3,500 km.

With the entry of the Agni-IV and V, 
India will have missiles with ranges out 
to 7,000 km, covering the country’s deter-
rence needs from a land perspective for 
the first time. The Agni-IV, with a range of 
4,000 km has been tested twice (in 2011 
and 2012), while the Agni-V, with a range 
more than 7,000 km has been tested once, 
in April 2012. A second test of the Agni-
V is expected this year. The next phase 
of development, which may include an 
extended-range Agni-V (unofficially the 
Agni-VI), will include manoeuvring war-
heads, decoy-warhead permutation con-
figurations and MIRV. SP
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Vikramaditya sets sail 
on final trials 

In what is hoped will be the beleaguered 
Vikramaditya aircraft carrier’s final set 
of trials before it is handed to the Indian 

Navy, the much refurbished vessel, formerly 
Admiral Gorshkov, is now in the White 
Sea. The 45,000-tonne Kiev class “aviation 
cruiser” will be put through a routine of rig-
orous test points over three months at the 
hands of a crew from Russia’s North Fleet, 
before it is brought back to its home dock at 
Severodvinsk where it will be ceremonially 
handed over to an Indian Navy crew by the 
end of the year.

All of this is contingent on the sea trials 

passing successfully and without incident—
delivery plans for 2012 end were stymied 
when similar sea trials failed miserably with 
the ship’s fireproof lining in the boiler room 
failed leading to explosions at high speeds. It 
has taken all the time since to rectify and 
refurbish the dysfunctional areas, which 
include the approved use of asbestos. The 
ship is already massively delayed: it was 
contracted for by the Indian Government 
in January 2004, and is slated for delivery 
just short of the dubious 10th anniversary 
of contract signature. Top Indian Navy 
sources said that the ship was too ingrained 
in the service’s future fleet planning, and 
therefore it was necessary to keep an open 
heart and mind on a ship that the Indian 
Navy had invested so much in already. SP
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India’s BMD to work 
against 5,000 km range 
missiles too 

India’s ballistic missile defence (BMD) 
system, a multi-layered missile sys-
tem that is capable of intercepting 

enemy ballistic missiles up 
to ranges of 2,000 km, is 
now steeped in two things: 
operationalising the existing 
PAD/AAD interceptor con-
figuration for deployment 
in the near term, and add-
ing a capability to intercept 
ballistic missiles of 5,000+ 
km in range. The existing 
exo and endo-atmospheric 
interceptors have been 

demonstrated with direct hits during mul-
tiple tests.

Top DRDO sources indicate that a few 
more tests of each weapon will lead to prep-
arations for induction into service. The rea-
son why testing has not taken place so far for 
such an interceptor includes reasons of the 
country’s geometry and geography, which 

precludes such an ambi-
tious test. However, scien-
tists at the Advanced Sys-
tems Laboratory and other 
agencies are working with 
the government to arrive 
at a solution, that will be a 
hybrid of simulated studies 
as well as field testing.  SP

for more information, log on to:

www.spsmai.com

Astra missile to be 
fired, two variants 
revealed 

With successful captive tri-
als completed in April, and a 
fully reconfigured missile now 

ready for the next phase of development 
testing, India’s indigenous beyond visual 
range air-to-air missile Astra is set for its 
debut firing from an aircraft by the end of 
this year. As first reported in SP’s M.A.I. 
in March this year, 2013 has been chris-
tened ‘Astra Year’ by DRDO in light of 
expectations that the Astra beyond visual 
range air-to-air missile will finally see a 
flight test firing from an IAF aircraft.

Now, it is confirmed that it will hap-
pen. It has also now learnt that while 
the base version Astra Mk.1 will have an 

intercept range of 44 km, it will be the 
Astra Mk.2 that will be a true force mul-
tiplier weapon, with an intercept range 
in excess of 100 km. That, at any rate, is 
the intended configuration. The Astra 
will be deployed from underwing hard-
points on the Su-30MKI, not wingtip 
pylons as earlier intended. The Astra is 
an all-weather all aspect beyond visual 
range and close combat missile that will 
be deployed on the IAF’s LCA Tejas, Su-
30MKI, Mirage 2000 and possible, the 
Rafale MMRCA in the future too. The 
missile sports active radar terminal guid-
ance (dual mode guidance), smokeless 
propulsion, improve electronic counter-
countermeasures and what the DRDO 
calls improved effectiveness in a multi-
target scenario. SP 
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Raytheon wins US 
Navy next gen jammer 
competition

Raytheon Company has been awarded 
a $279.4 million cost-plus-incentive-
fee contract by the US Navy to conduct 

the technology development phase of the 
Navy’s next generation Jammer programme.

“We believe the Navy’s choice validates 
Raytheon’s leadership in advanced elec-
tronic attack systems and technologies,” said 
Rick Yuse, President of Raytheon’s Space and 
Airborne Systems business. “Raytheon looks 
forward to building on our long-standing 
relationship with the US Navy as we provide 
the warfighter with innovative and reliable 
next generation Jammer solutions now and 
for many years to come.”

Raytheon leveraged knowledge and 
experience as a leading tactical weapon 
systems integrator to provide an affordable, 
low-risk, comprehensive NGJ solution to the 
US Navy. Raytheon also leveraged its Gal-

lium nitride (GaN)-based AESA technolo-
gies to provide warfighters with enhanced 
electronic attack capabilities.

“Raytheon provided the US Navy with 
an innovative and efficient design capable 
of jamming current and future threats,” said 
Yuse. “Our technology approach met the 
programme requirements and leveraged 
our industry team’s extensive experience in 
combat-proven, high-reliability agile-beam 
RF systems designed for demanding carrier-
based aircraft environments.”

NGJ will replace the ALQ-99 tactical 
jamming system currently on the Navy’s 
EA-18G Growler tactical airborne electronic 
attack aircraft. SP

Iveco delivers new gen 
vehicles to Swiss Army

Iveco Defence Vehicles recently announced 
that the 14 variants of the “New Generation 
Vehicles” programme were symbolically 

handed over from armasuisse to the Swiss 
Armed Forces Logistics Organisation (LBA).

The hand-over ceremony was held at the 
Arms square of the Swiss Army in Thun and 
was attended by military representatives and 
industrial partners.

Undertaken as part of the ‘Armament Pro-
gramme 2010’, this contract was awarded in 
2010 and comprises the supply of 910 Iveco 
heavy trucks over four years. The contract 
also includes engineering services and project 
management supported by Iveco DV’s com-
mercial premises in Germany.

The order comprises 14 variants of the 
“New Generation Vehicles” programme, 

including 4x2, 4x4, 6x2, 6x6, 8x6 and 8x8 
vehicles from the Stralis and Trakker heavy 
truck ranges.

All vehicles are fully EEV emission com-
pliant, featuring economical and ecologi-
cally friendly FPT Industrial Cursor engines, 
fitted with automated EuroTronic transmis-
sions and Automatic Drivetrain Manage-
ment (ADM). The innovative use of this 
technology enables the fleet to be one of the 
most environmentally-friendly in Europe.

All 14 variants were demonstrated at 
the ceremony, through a combination of 
technical presentations, a static display and 
dynamic tests.

About 350 vehicles have already been 
delivered to Swiss bodybuilders and to the 
customer in accordance with the contracted 
delivery plan.

Iveco Defence Vehicles is dedicated to 
delivering innovative automotive and protec-
tion solutions to meet the needs of military 
customers worldwide. The company manu-
factures specialist military logistic, protected 
and armoured vehicles in its facility in Bol-
zano in Northern Italy. SPPH
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ReconRobotics sells over  
4,000 robots

ReconRobotics, Inc., the world leader in tactical micro-robots 
and remotely deployed sensor systems, announced that 
it has passed the 4,000 robots sold plateau, making it the 

second largest producer of military 
and police robots in the world. Recent 
sales of Throwbot XT and Recon Scout 
XL micro-robots to police agencies in 
Michigan, Texas, Illinois, Georgia, New 
York, California, the United Kingdom 
and the Netherlands pushed the com-
pany over this significant milestone.

The only company that has sold 
more military and police robots is iRo-
bot, which reports 5,000 robots sold 
and began selling its Packbot in 2001, 
six years before ReconRobotics entered 
the market.

“When we came on the scene in 

2007, all military and police robots were large and complex and 
were operated only by trained experts,” said Alan Bignall, President 
and CEO of ReconRobotics. “Our vision was radically different: give 
warfighters and SWAT operators an incredibly simple, personal sys-
tem that weighed one pound and enabled them to remotely deploy 
video, infrared and audio sensors to reveal hidden threats. What 

we are most proud of is the countless 
lives these 4,000 deployed systems have 
saved over the last six years.”

Among the users of the company’s 
systems are the US military and allied 
friendly forces, and more than 800 police 
and counterterrorism teams, worldwide. 
The company’s Recon Scout XL and 
Throwbot XT robots protect operators by 
providing immediate situational aware-
ness and greater standoff distance during 
high-risk operations. These capabilities 
protect personnel from hidden threats, 
enhance mission planning and execu-
tion, and minimise collateral damage. SP 
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[ By Lt General (Retd) Naresh Chand ] 

RAF already arms its Tornadoes with Dual Mode Brim-
stone air-to-surface  missiles which have been very suc-
cessful in Afghanistan and Libya. It is understood that US 
is considering it for employment with Reaper UCAV. The 
missile  is powered by a rocket motor and can seek and 

destroy targets at long range. It is a day and night, all-weather mis-
sile system which is effective against explosive reactive armour.  It is 
also  ‘fire-and-forget’ weapon system and has been in service with 
RAF since 2005.

Sea Spear 
MBDA Missile Systems has now adapted the Brimstone missile, to 
counter fast attack craft while embedded on a naval vessel, called 
Brimstone Sea Spear. It was first successfully tested during April this 
year against a single static fast in-shore attack craft (FIAC). The mis-
sile carried a telemetry unit instead of a warhead for collecting bal-
listic data.  The system acquired and identified the target followed 
by a successful direct hit which sank the target. This was followed 
by another firing on May 29 during which a salvo of  three Brim-
stone Sea Spear missiles were fired in rapid salvo against a simu-
lated attack formation of five representative FIACs, including four 
moored and one moving remotely-powered vessel. The moving ves-
sel’s speed was 20 knots (37 kmph). The three missiles acquired and 
engaged their respective targets at a distance of between four and 
five kilometres due to firing  range safety restrictions. 

The missile tracks the target with a millimetre wave  seeker which 
can even track targets screened by sea waves. The missile system has 
been designed  as a fire-and-forget mis-
sile that can eliminate swarming targets 
autonomously. The missile is canister 
launched that can be mounted on a 
building or a naval vessel as small as 14 
metres. Douglas Denneny, Vice Presi-
dent for MBDA based in Washington, 
D.C., said that the Sea Spear could pro-
tect the US Navy’s new Littoral Combat 
Ship  fleet from the fast attack boats of  
the Iranian Navy. The system provides 
effective maritime force protection capa-
bility  beyond the range of medium cali-
bre naval gun systems. 

MBDA executives said that the pro-
gramme  is currently focused on develop-
ing the Brimstone Sea Spear missile for 
deployment from a surface/vessel based 
platform, however  it can be adapted for  
airborne and other platforms. 

MBDA’s  futuristic solution  
for  Indirect  Precision Attack 
capability 
MBDA has developed CVS302 Hoplite 
that is designed to provide  an Indirect 

Precision Attack capability for land and naval artillery by  2035 and 
beyond. This represents the fourth and latest of MBDA’s annual 
Concept Visions projects. The Hoplite system consists of a mission 
control system, and two missile variants, Hoplite-S and Hoplite-L, 
both of which can fly 70 km in under two minutes at low altitude or 
up to 160 km at high altitude in under four minutes when there is no 
obstacle. Hoplite’s ‘one shot one kill precision’ simplifies operations 
while reducing collateral damage risk and mission cost. Hoplite’s 
mission control guides the operator who maintains executive con-
trol. Planning target engagement times are vastly reduced by auto-
mating the trajectory planning and collateral damage risk model-
ling. Optimised mission solutions varying in priorities such as time 
to target or survivability are provided to the commanding officer. All 
processing takes place on a tablet sized computer that is generally 
located with the artillery fire direction centre or warship’s command 
and control centre or  can also be located  with a single launcher. The 
system can be adapted to a variety of platforms. 

Hoplite-S: Hoplite-S is a 3.2-metre-long, 120 kg ‘utility’ missile 
for simple, supported engagements. It has a versatile spot-scan-
ning ladar (laser radar) seeker that also provides semi active laser 
(SAL) detection among other functions. As the missile is either 
designated by a third party or attacks on calculated coordinates, 
its ladar is used for acquiring pinpoint accuracy. The one-way data 
link (receiver) allows mission updates and re-tasking. Hoplite-S 
can be used in more complex scenarios with targeting assistance 
from Hoplite-L. 

Hoplite-L: It is a 3.75-metre, 135-kg missile designed for com-
plex and  isolated engagements that require an operator in the loop 
(OITL) capability. Its multi-mode seeker allows passive and active 

3D imaging, and is robust enough to 
overcome adverse weather conditions, 
heavily cluttered environment and 
countermeasures. The missile can decel-
erate to subsonic speeds to provide time 
for OITL targeting over its two-way data-
link. This can be coupled with  its ladar 
channel  to direct Hoplite-S onto targets 
in coordinated salvo attacks resulting in 
more intense firepower capability com-
pared to current systems.   

Innovative technologies such as use 
of air turbo rocket (ATR) propulsion 
system, with its integrated boost motor, 
provides both the missiles to cruise at 
over Mach 2. The ATR offers the advan-
tage  of solid rocket motors and gas tur-
bines, as well as allowing the large accel-
erations and decelerations required by 
the missiles. A Boosted Kinetic Energy 
Penetrator warhead enables Hoplite-L 
to defeat all its targets from any flight 
velocity. Lastly, the spot-scanning ladar 
is used by both missiles for 3D imaging, 
target identification, SAL reception, fuz-
ing and as an altimeter. SP

Naval version of MBDA’s Brimstone 
missile fired successfully
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MILITARY Report

[ By Lt General (Retd) Naresh Chand ] 

UDT Europe is the leading global conference and exhi-
bition dedicated to underwater defence and security  
issues which is being held for the last  25 years.  It brings 
together professionals from the military, industry and 
academia to focus on the cutting-edge technologies 

and developments in  submarine technologies, anti-submarine war-
fare, mine warfare, and critical developments in delivering security 
in the underwater environment. The 2013 edition of UDT was held 
at Hamburg from June18-20 where  DCNS showcased a large num-
ber of underwater cutting-edge technologies and products. 

Scorpene family of diesel electric submarines (SSKs): These  
have already been selected by  the Chilean, Royal Malaysian, Indian 
and Brazilian Navies. Scorpene submarines represent state-of-the-
art in submarine design and construction specially in acoustic dis-
cretion and combat system performance. Scorpene also offers the  
option of  MESMA©AIP system which is a an Air Independent Pro-
pulsion system designed specifically for conventional submarines. 
It also supplies electricity and  recharges the batteries without the 
need to surface. With this option  Scorpene is capable of carrying out  
underwater missions for more than three weeks without the need to 
come on surface to access atmospheric oxygen. 

Subtics combat system: This system combines long-range 
weapons like torpedoes, anti-ship missiles, counter-measures and  
land-attack capabilities in all navigation conditions.  The functions 
are carried out from multi-function common consoles which have 
open architecture and modular construction to ensure easy adap-
tion by other submarines and combat requirements.

Andrasta: This is a compact submarine  designed to operate in 
littoral conditions. Andrasta has evolved from Scorpene and com-
bines a state-of-the-art design with stealth, agility and power. 

Heavy weight torpedo F21:  DCNS has been awarded a contract 
for the development and production of F21 torpedoes for the French 
Navy. This torpedo is designed to enable submarines to destroy  
enemy surface combatants and submarines. It has  a maximum 

speed  of 50 kts (92.6 kmph) and a range of more than 50 km. So far 
100 units have been ordered.  Migal interface module enables  F-21 
torpedo to be fired from all type of submarines.

Lightweight  torpedo MU90:  MU90 is the sole new lightweight 
torpedo in the world which is designed  to counter any type of sub-
marine like  acoustically coated, deep diving, taking fast evasive 
action, deploying anti-torpedo measures  or bottomed in littoral 
areas. MU90 torpedo is in service in Australia, Denmark, France, 
Germany, Italy and Poland.

Contralto/Canto: This is a new-generation torpedo defence 
system which has been  especially designed to counter the legacy 
torpedoes as well as the modern family of torpedoes. The system 
can easily be incorporated into newly designed ships  or added dur-
ing  refit or modernisation programme of ships. These are being 
delivered to the French and Brazilian Navy.

SMX26: SMX-26 is a 1,000 tonnes surface displacement subma-
rine designed to operate in extreme shallow waters and  is the first 
submarine designed to operate effectively in shallow waters with 
full capability. It can operate in 12-metre deep waters due to specific 
hull design. Bottoming is an active situation for the SMX-26 during 
which it can accomplish long surveillance missions. When required 
SMX-26 can rapidly hover  and counter threat from air, surface and 
subsurface. It also enables the massive deployment of Special Forces 
and their equipments within minutes.

Lithium-based chemistry: Energy sources are a key issue for 
the  development of new underwater electrical vehicles and lith-
ium-based chemistry is one of the most promising options. DCNS is 
thus carrying out research and development in this field, a paper on 
which was presented during the current UDT.   

OPV as a potential mine countermeasures mother ship: 
Future mine countermeasures (MCM) will be carried out by 
unmanned vehicles, launched from ashore or mother ships which 
will also reduce the requirement of special MCM ships. Thus a dis-
cussion was carried out on the feasibility of carrying and operating 
MCM unmanned systems from OPVs led by DCNS where they also 
presented a possible solution. SP

DCNS showcases its underwater  
technologies in UDT Europe 2013

Andrasta compact submarine
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AeroSPAce Developments
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Germany’s Special Forces Command 
to fly Eurocopter’s light utility 
helicopter

Eurocopter and the German Federal Ministry of Defense have 
signed a contract for 15 EC645 T2 light utility helicopters 
(LUH) to be used by Kommando Spezialkräfte (KSK), Ger-

many’s Special Forces Command. With this order, the Bundeswehr 
has now joined the customer list for the most powerful model in 
Eurocopter’s proven EC145 family.

The contract, worth a total of 194 million euros, includes not just 
the helicopters but also the related equipment packages to allow 
KSK to carry out its special operations missions. Deliveries of the 15 
aircraft begin in late 2015 and will be completed by mid-2017.

“By selecting the EC645 T2, the Bundeswehr is setting an inter-
national benchmark,” explained Wolfgang Schoder, CEO of Euro-
copter Germany, during the contract signing. “They are putting 
their faith in proven technologies from missions around the world. 
Among others, the US Army successfully operates a fleet of more 
than 270 EC145s, the aircraft on which the EC645 T2 is based. This 
helicopter is an economical, low-risk and quickly available solu-
tion to carry out missions for special forces that has already won 
out several times against international competition.”

The EC645 T2 LUH features a modern digital cockpit with full 
night vision and a 4-axis autopilot. Its communication equipment 
including tactical radios enables interoperability among NATO 
forces. Special ops teams can quickly access the aircraft thanks to 

its spacious cabin, which has two large sliding side doors and dou-
ble doors at the rear. The helicopter’s maximum take-off weight is 
3.7 tonnes. Troop safety is improved by the Fenestron shrouded 
tail rotor, particularly for flight operations in confined landing sites 
and whenever the rotor is turning on ground.

In addition, the mission equipment packages include fast rope 
system, cargo hooks and hoists. The aircraft are also equipped with 
pintle armament and electro-optical sensors. A self-protection 
system and ballistic protection further increase crew safety and 
aircraft survivability. The helicopter can be strategically airlifted 
in an Airbus A400M and quickly prepared for the mission upon 
arrival in a theatre of operations. SP

P-8A passes initial 
operational test and 
evaluation

After an extensive testing period, the 
US Navy announced July 1 in an ini-
tial operational test and evaluation 

report that its new patrol and reconnaissance 
aircraft, P-8A Poseidon, was found “opera-
tionally effective, operationally suitable, and 
ready for fleet introduction.”

“This milestone and accomplishment is 
possible due to the great team of individuals 
who worked diligently and meticulously in 
making this aircraft the best choice to replace 
the Navy’s current workhorse, the P-3C Orion,” 
said Captain Scott Dillon, Maritime Patrol 
and Reconnaissance Aircraft Program Office 

(PMA-290) Manager. “It is a great day for the 
Navy and the fleet. We are proud to add the 
P-8 to the Navy’s weapons inventory and the 
deployment cycle later this year.”

 “On June 24, completing just one prac-
tice run at the Point Mugu Sea Test Range, 
a P-8A Poseidon from Pax River achieved a 
programme milestone after six minutes of 
flight time,” Dillon said. “The P-8A success-
fully launched a Harpoon AGM-84D Block IC 
missile on the first hot run scoring a direct hit 
run on a low-cost modular target. This flight 
test, along with past tests, demonstrates the 
P-8’s operational effectiveness and overall 
mission capabilities.” SP

BAE Systems UK gets 
contract for fast jet 
trainer upgrade 

BAE Systems has commenced a new 
contract to remain the in-service 
support provider for the Royal Aus-

tralian Air Force’s (RAAF’s) Hawk 127 lead-
in fighter fleet. The five-year contract, with 
potential extensions out to 2026, will deliver 
deeper maintenance, engineering, full 
logistics and training systems support for 
33 Hawk fighters at RAAF Base Williamtown 
and RAAF Base Pearce. The contract com-

menced on July 1, 2013, and is valued at up 
to $435 million.

It will ensure the Hawk remains an effec-
tive platform into the next decade for pre-
paring aircrew for operational conversion to 
the F/A-18A Hornet and the F/A-18F Super 
Hornet aircraft, and then the F-35 Lightning 
II Joint Strike Fighter when it is introduced 
into service.

BAE Systems Australia Director Aero-
space Steve Drury said the RAAF would 
benefit from a greater than five per cent sav-
ing over the contract period, without com-
promising on quality or availability.

“Our solution builds on the previous 10 
per cent plus cost reduction we achieved on 
Hawk support in recent years to deliver further 
savings through more innovative solutions,” 
Drury said. The contract continues to support 
145 BAE Systems Australia employees at Wil-
liamtown and 42 employees at Pearce. SP
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Saab signs contract 
for Skeldar UAS for 
maritime operations

Defence and security company Saab has 
signed a contract to deploy the Skeldar 
unmanned aerial system (UAS) for mar-

itime operations. Skeldar UAS will be opera-
tionally deployed with the customer before the 
end of this year and will be used in naval oper-
ations where the benefits of a vertical take-off 
and landing UAS are most prominent.

Skeldar is a flexible multi-mission system 
set to successfully meet mission objectives on 
land or at sea. It is based on the same smart 
design and innovative technological solutions 

that have become the trademark for Saab’s 
aeronautical products and systems.

“Skeldar UAS is an excellent choice for 
maritime operations thanks to its high flight 

performance, heavy fuel engine and easy-
to-maintenance design. We continuously 
improve the system with the integration of new 
sensors and different payload according to 
customer needs,” says Lennart Sindahl, Head 
of Saab’s Business Area Aeronautics.

The industry’s nature is such that depend-
ing on circumstances concerning the product 
and customer, information regarding the cus-
tomer will not be announced.

Saab serves the global market with world-
leading products, services and solutions rang-
ing from military defence to civil security. Saab 
has operations and employees on all conti-
nents and constantly develops, adopts and 
improves new technology to meet customers’ 
changing needs.  SP

X-47B UCAS makes first arrested 
landing at sea 

The X-47B unmanned combat air system (UCAS) demon-
strator completed its first carrier-based arrested landing on 
board USS George H.W. Bush (CVN 77) off the coast of Vir-

ginia on July 10.
“It isn’t very often you get a glimpse of the future. Today, those 

of us aboard USS George H.W. Bush got that chance as we wit-
nessed the X-47B make its first ever arrested landing aboard an 
aircraft carrier,” said Secretary of the Navy Ray Mabus. “The opera-
tional unmanned aircraft soon to be developed have the opportu-
nity to radically change the way presence and combat power are 
delivered from our aircraft carriers.”

The demonstration was the first time a tailless, unmanned 
autonomous aircraft landed on a modern aircraft carrier. This test 
marks an historic event for naval aviation that Navy leaders believe 
will impact the way the Navy integrates manned and unmanned 
aircraft on the carrier flight deck in the future.

“Today we witnessed the capstone moment for the Navy UCAS 

programme as the team flawlessly performed 
integrated carrier operations aboard USS George 
H.W. Bush with the X-47B aircraft,” said Captain 
Jaime Engdahl, Navy UCAS Program Manager. 
“Our precision landing performance, advanced 
autonomous flight controls and digital carrier 
air traffic control environment are a testament 
to the innovation and technical excellence of the 
Navy and Northrop Grumman team.”

The July 10 landing was the beginning of the 
final part of three at-sea test periods for X-47B 
during the last eight months, culminating a 
decade of Navy unmanned integration efforts 
that show the Navy’s readiness to move forward 
with unmanned carrier aviation says Rear Adm. 
Mat Winter, who oversees the Program Execu-
tive Office for Unmanned Aviation and Strike 
Weapons in Patuxent River, Maryland.

“This demonstration has enabled us to 
merge industry and government technolo-
gies together which will enable the US Navy 
to pursue future unmanned aviation carrier 

capabilities,” said Winter, who witnessed the historic landing. “The 
government engineering and testing team in partnership with our 
Northrop Grumman team members have matured the technologies 
in this X-47B system to position us for today’s event, which marks a 
milestone in naval aviation.”

The X-47B completed the 35-minute transit from Pax River to 
the carrier and caught the 3 wire with the aircraft’s tailhook. The 
arrested landing effectively brought the aircraft from approxi-
mately 145 knots to stop in less than 350 feet.

Shortly after the initial landing, the aircraft was launched off 
the ship using the carrier’s catapult. The X-47B then proceeded to 
execute one more arrested landing.

The X-47B spent several weeks aboard aircraft carriers in recent 
months. The Navy UCAS programme successfully completed CVN 
deck operations aboard USS Harry S. Truman (CVN 75) in Decem-
ber 2012 and aboard Bush in May. During the May underway 
period, the X-47B completed its first-ever catapult launch. Since 
May, the integrated test team conducted a number of shore-based 
arrestments at Pax River in preparation for the demonstration 
aboard the ship. SP
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InternAl SecurIty Viewpoint

Eavesdropping is not new to India. Numerous 
phone tappings have been reported in the 
past Giani Zail Singh’s bedroom and office 
taped in Rashtrapati Bhavan throughout 
his tenure as President. Organisations like 

NTRO would obviously tap phones and computers 
when ordered. Then are foreign agencies that can be 
hired, example being tapped conversation of Mush-
arraf in Beijing during Kargil intrusions. 

So, elaborating on Edward Snowden’s disclo-
sure that the US National Security Agency (NSA) has 
been snooping globally through its programme code-
named Prism, the Guardian has brought out that tar-
gets included friends, allies and foes. There have been 
anxious voices in India whether the Indian Embassy in 
Washington, D.C., was targeted, one minister voicing 
the issue should be inquired into and the other say-
ing no data was stolen, though the latter 
cannot be established. The NSA access 
system is built into every version of the 
Windows operating system now in use 
and Windows source code is said to be 
highly compartmentalised, making it 
easy for modifications to be inserted 
without the knowledge of even product 
managers, which effectively compro-
mises your entire operating system. 

In fact, there is evidence that 
Snowden did steal data, which may 
eventually be leaked gradually like 
Wikileaks. But then snooping is an 
age-old phenomenon. In the mid-1990s, the Central 
Intelligence Agency (CIA) had technology to plug in 
the power source five kilometres away and extract 
data from computers, which forced the Japanese 
Ministry of Defense and all the services headquar-
ters cut off regular power supply and switch to in situ 
generators. Now consider the distance from the US 
Embassy in Chanakyapuri to the North and South 
Blocks in New Delhi. 

Admittedly today is an era of firewalls, but what 
about where they are installed, what is the strength of 
these firewalls and can they be breached. After all in 
a country like the United States so advanced in cyber 
warfare, where were the firewalls that Julian Assange 
and Edward Snowden could steal all that they did so 
easily? Then if China has been able to even physi-
cally penetrate the Federal Bureau of Investigation 
(FBI) to steal technology, could Snowden be their 

agent or doubling on a price. 
Now our National Security Council Secretariat 

(NSCS) has warned against Chinese gear makers, 
especially Huawei and ZTE quoting the Intelligence 
Bureau (IB) reports that these companies are involved 
in the People’s Liberation Army (PLA) project for 
strengthening army’s electronic warfare capabilities. 
ZTE maintains a diverse relationship with PLA encom-
passing collaborative research with military and civil-
ian universities, including satellite navigation, data link 
jamming techniques, training of active duty PLA per-
sonnel, and as prime supplier of customised telecom 
service and hardware to the PLA. Similarly, Huawei has 
an ongoing relationship with PLA and Chinese political 
leadership, and trains PLA units in networking design 
and construction. Now look at their products in India. 

Ironically, we have bulk computer parts, telecom-
munication equipment, even pen drives 
coming from China. Chinese global 
bot armies apart, we do not know what 
malware has been embedded in these 
equipment at the manufacturing stage 
itself and have no capability as yet to 
undertake any worthwhile checks. Then 
there had been reports in the past that 
China has devised a system to snoop on 
the data in computers whenever Skype 
is in operation. 

Significantly,  iViZ Security Inc  in 
its latest report titled ‘(In) Security in 
Security Products 2013’ says the very 

security products we use can themselves have vul-
nerabilities which can leave us susceptible to attacks. 
The report highlights successful hacker attacks dur-
ing 2012 on security software giant Symantec Cor-
poration, cloud security company Panda Security, 
e-mail security solutions provider GlobalCerts and 
Barracuda Networks. 

There has been sharp increase in publicly dis-
closed vulnerabilities across security products dur-
ing 2012 and future prediction is of increased attacks 
on security products, companies or solutions and 
that majority of vulnerabilities discovered will not 
become public. On balance, we have to live with this 
reality till we develop indigenous operating systems, 
hardware, software and chips.  SP

The views expressed herein are the personal views of  
the author.

Stealthy
seeding

Lt GeneraL (retd)  
P.C. KatoCh
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InternAl SecurIty News

Director General BPR&D appointed

Rajan Gupta, IPS, has been appointed as Director General, 
Bureau of Police Research & Development (BPR&D) till the 
date of his superannuation i.e. 31.03.2015, from the date of 

assumption of the post or until further orders, whichever event takes 
place earlier.  SP

DHS to expand Operation Caribbean 
Resilience in Puerto Rico

As part of the US Department of Homeland Security’s (DHS) 
continued commitment to public safety in Puerto Rico, the 
Department will expand Operation Caribbean Resilience. The 

operation, which focuses on interrupting and dismantling criminal 
organisations, as well as identifying and arresting individuals involved 
in criminal activity in Puerto Rico, will be expanded through September 
2013 and will receive additional agents and resources. 

Operation Caribbean Resilience is a joint initiative led by US 
Immigration and Customs Enforcement Homeland Security Investi-
gations (HSI) with support from US Customs and Border Protection 
and US Coast Guard, including the Puerto Rico Police Department 
and the Municipal Police Departments of San Juan, Ponce, and Toa 
Alta. DHS is augmenting the local enforcement efforts with 30 addi-
tional HSI special agents and resources. Their efforts will focus on 
high intensity crime areas with a nexus to transnational criminal 
operations. Since its inception in January 2012, Operation Carib-
bean Resilience has led to 560 federal and state arrests. SP

MHA discusses steps to combat 
terrorism 

Addressing the members of Consultative Committee 
attached to the Ministry of Home Affairs (MHA) in New 
Delhi, the Union Home Minister Sushilkumar Shinde 

informed that the Government has taken a series of steps to 
combat terrorism in the country. 

He mentioned that the legal regime and mechanism for 
counter terrorism like amendments of Unlawful Activities (Pre-
vention) Act, 1967 in 2008 and 2012, sharing of intelligence 
through close and effective coordination amongst Central and 
State level agencies and creation of four regional hubs (Mumbai, 
Hyderabad, Chennai and Kolkata) of National Security Guards 
(NSG) to cover the whole country has strengthened the efforts 
to combat terrorism.

He informed the members that the establishment of 
National Investigation Agency (NIA) for dealing with cases of 
terrorism exclusively, border security measures to guard land 
border through fencing along with flood lighting and border 
roads on the Indo-Pakistan and Indo-Bangladesh border has 
also improved the security situation. 

Shinde further informed that the modernisation of state 
police forces, steps to deal with the issue of fake Indian currency 
notes (FICN) and NATGRID, envisaged to link further databases 
for creating actionable intelligence is also under establishment. 
He mentioned that the recent attack on the Army convoy by mili-
tants, the brutal attack by CPI (Maoists) in Chattisgarh’s Bastar 
district and attacks on a train at Jamui in Bihar were attacks on 
India’s democratic values and freedom to participate in political 
activities. The Home Minister said that the government is com-
mitted to make all out efforts to address the genuine grievances 
of deprived sections of society as the development cannot hap-
pen in an environment of terror. He said that the acts of violence 
against innocents will be dealt firmly. 

Further explaining the situation of internal security, the 
Home Minister mentioned that there is an improvement in the 
security situation in the country during the last year. The Min-
ister stated that the terrorist threat and challenges to internal 
security can be broadly categorised coming from four catego-
ries namely Jammu and Kashmir (J&K), North Eastern States, 
left wing extremism (LWE) and terrorism in the hinterland of 
the country. The Minister also informed the members about the 
employment generation scheme like “Udaan” and “Himayat” in 
the State of J&K. He said that the Central Government is con-

tinuously assisting the North Eastern states by deploying Central 
Armed Police Forces to assist the state police in their counter-
insurgency operations against the militant outfits and augment-
ing and upgrading their police force by way of sanction of Indian 
Reserved Battalion. 

The LWE is one of our gravest challenges and the strategy to 
be adopted to combat violence in these areas has to be a combi-
nation of security measures coupled with development. As far as 
terrorism in the hinterland is concerned, the country witnessed 
two major bomb blasts in 2013, first in Hyderabad and second 
in Bengaluru. 

Earlier, Union Home Secretary Anil Goswami introduced 
the agenda and stated that there has been continuous efforts 
to bring about better initiatives to tackle terrorism by compre-
hensive rules of engagement, inclusive of legal framework, addi-
tional recruitments, intelligence network and coordination with 
civil administration, border management, mobility and commu-
nication system for improving the security situation and com-
bating terrorism are other measures in this regard, he added. 

The members deliberated on all aspects of combating terror-
ism in the country and discussed the recent incidents of security 
situation in the State of Jammu and Kashmir, North Eastern States, 
LWE, coordination amongst security agencies, rehabilitation policy 
and security arrangements along the borders. The Committee also 
appreciated the services of the forces including paramilitary forces 
in relief and rescue work during the recent Uttrakhand floods. SP
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CORPORATE News

Eurocopter names Norbert Ducrot 
as President and CEO of Eurocopter 
China 

Norbert Ducrot has 
been appointed the 
President and CEO 

of Eurocopter China, posi-
tioning this experienced 
Asian region executive to 
lead Eurocopter’s Chinese 
affiliate. Ducrot’s new role 
is in addition to continu-
ing his responsibilities 
as the Eurocopter Senior 
Vice President - North Asia 
(China, Korea, Japan). 

China is a key market 
for Eurocopter. The com-
pany holds an increasingly 
important share of its evolv-
ing helicopter segment – and 
is targeting further develop-
ment in the country, along 
with a strengthened support and services presence. Eurocopter also 
has worked with the Chinese aviation industry in cooperative develop-
ment and production programmes for more than 30 years. 

Ducrot joined Eurocopter in 2003, with his previous management 
assignments as the Senior Vice President – Asia-Pacific; and chair-
man of Eurocopter China, Eurocopter Japan and the Singapore-based 
Eurocopter South East Asia subsidiaries. SP

ITEC 2013 reflects a buoyant military 
training and simulation community

Exhibitors were impressed by the content, military attendance 
and business opportunities presented at ITEC 2013, which 
made its inaugural appearance at the Fiera di Roma, Rome 

May 22-24.  
Maria Dahl Aagaard, Product Marketing Manager, projec-

tion design, concluded that “It has been a great show”, sentiments 
echoed by Doug Foster, Programme Manager at Plexys who stated, 
“There has been a good spread of international visitors which has 
helped us achieve what we set out to accomplish when we invested 
in the show”. Meanwhile Greg Jeffreys, CEO, Simulation Displays 
stated that “This has been the best show we have attended for 
business-to-business development...We will definitely be attending 
Cologne next year.”

 These positive testimonials are supported by statistics; the 
event attracted over 2,800 attendees representing a record 50 coun-
tries. Considered by many of the world’s militaries to be the defini-
tive showcase of the latest training and simulation equipment, this 
year military representation reached a record 44 per cent. 

ITEC Event Director, Anna Campagnoli, said; “ITEC 2013 has 
clearly shown how the MS&T community is rising with commit-
ment and innovation to contemporary challenges; whether it is 
those facing troops in action, the emergence of new threats, or 
acclimatising to the fiscal realities of our times. The feedback I have 
received from our exhibitors, visitors and conference delegates has 
been hugely encouraging and demonstrates the confidence that the 
industry has in the show. I look forward to seeing everyone at ITEC 
2014 in Cologne.”  

ITEC 2014 will be held in Cologne, Germany from May 20-22, 
2014.  SP
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Giovanni De Gennaro appointed 
Finmeccanica Chairman

Finmeccanica’s Board of Directors, convened  under the chair-
manship of the Vice Chairman, Admiral Guido Venturoni, 
acknowledging the Shareholders’ Meeting resolutions, has 

appointed Giovanni De Gennaro as Chairman and has confirmed 
Admiral Guido Venturoni as Vice Chairman.

The Chairman Giovanni De Gennaro has been conferred 
attributions related to Institutional Relations, External Rela-
tions and Communication, Group’s Security and Internal Audit, 
which will be exercised in coordination with the Chief Executive 
Officer confirming the attributions and powers previously con-
ferred to Alessandro Pansa as Chief Executive Officer and Chief 
Operating Officer.

Finmeccanica is Italy’s main industrial group, leader in the 
high technology field, and ranks among the top ten groups at 
world level in the aerospace, defence and security sectors. Listed 

on the Milan Stock Exchange, with revenues of approximately 17 
billion Euro, over 68,000 employees, 150 operating and commer-
cial locations and 345 production facilities in 50 different countries 
worldwide, Finmeccanica is an international and multicultural 
group with an important presence in its four domestic markets: 
Italy, United Kingdom, the United States and Poland.

Finmeccanica’s success is based on its technological excel-
lence, which springs from conspicuous investments in research 
and development (amounting to 12 per cent of the revenues), and 
the constant efforts it makes to develop and integrate the skills, 
know-how and values of its operating companies. Finmeccanica 
is active in the following sectors: Helicopters (AgustaWestland), 
Defence Electronics and Security (Selex ES, DRS) and Aeronautics 
(AleniaAermacchi) – which represent its core business – and it is 
also well positioned in the sectors of Space (Telespazio, Thales Ale-
nia Space), Defence Systems (OtoMelara, WASS, MBDA), Energy 
(AnsaldoEnergia) and Transportation (Ansaldo STS, Ansaldo-
Breda, BredaMenarinibus). SP

Alenia Aermacchi at ITEC 2013
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Choosing and building future weapon systems just got 
easier and faster for military planners, thanks to a conver-
gence of legacy and new software and the might of super-
computers at the US Army Research Laboratory (ARL). 
With the smart weapon end-to-end performance model 

(SWEEPM), developed by the lab, Army leaders can more quickly 
decide a lot quicker to modify or replace existing weapon systems.

SWEEPM can model the overall effectiveness of all types of muni-
tions throughout the entire target engagement, from target detection 
through damage estimation with a modular Monte Carlo simulation.

Right now, the tool is being considered for adoption by the US 
Army Armament Research, Development and Engineering Center 
in (ARDEC) Picatinny. Engineers there say the SWEEPM model has 
the potential to simplify performance evaluations of both guided 
and unguided munitions through the use of modular programme 
design and high performance computing capabilities.

“Unique to SWEEPM is the adaptive nature of the programme 
which allows analysts at ARDEC to implement various guidance, 
navigation and control (GNC) schemes in SWEEPM via modules 
specific to that part of the munition,” said Ingrid M. Dombroski, 
Competency Manager in ARDEC’s System Analysis Division.

“Previously, the process for evaluating new GNC schemes 
required either writing new code from scratch or modifying existing 
legacy codes to fit a particular need, both of which are tedious and 
labour-intensive endeavours”, she said.

SWEEPM is also being used in a study requested by the Maneu-
ver Center of Excellence at Fort Benning, Georgia, to look at perfor-
mance variables for the 40mm grenade.

With SWEEPM, ARL experts can pass along performance indica-
tors about the 40mm grenade in about two weeks, but without the 
model and the use of supercomputers, it would take research ana-
lysts 316 years to perform such analysis.

“The model is a set of files and software that can be easily pack-
aged and shared across a file share network or burned to a disk”, 
explained Mary K. Arthur, the principle investigator who is credited 
with developing SWEEPM after recognising a void in modelling and 
analysing smart weapon systems from target acquisition through 
damage estimation. She is a mathematician in the Lethality Division 
of ARL’s Weapons and Materials Research Directorate.

SWEEPM was conceived in 2008 and completed in April 2013.
“Users have a couple of options as to what they would get. First, 

they can choose between the Linux and the Windows versions, 
which only differ in that the Linux version supports parallel process-
ing. They also have the option of receiving just the executable, or 

receiving the entire source code and necessary files and directions 
for compiling on their own machines.”

As a platform independent code, it can be run as a single Monte 
Carlo simulation or spawned off as parallel processes allowing for 
more complex physics-based features to be employed throughout 
the engagement scenario.

Embedded simulations include multiple firing platforms, scouts, 
moving targets and collaborative smart projectiles to model both 
beyond line of sight and non-line of slight smart weapon systems, 
where targeting data is passed from the scout vehicle to remote fir-
ing platforms.

The Operational Requirement-based Casualty Assessment 
(ORCA) modelling system, created by ARL’s Survivability/Lethality 
Analysis Directorate in 1996, is also embedded in SWEEPM. ORCA 
was developed for tri-service to allow assessments of Soldier perfor-
mance following weapon-induced injury.

It permits casualty assessments to be performed in a consistent 
manner across virtually all types of military platforms, jobs and 
weapon-induced threats. The ORCA modelling system incorpo-
rates previously developed as well as newly developed injury crite-
ria models, algorithms and scoring systems to characterise human 
bio-response to trauma from various types of battlefield insults and 
derives estimates of Soldier performance degradation.

Researchers rely on high performance computers (HPC), 
housed within the ARL Supercomputing Research Center managed 
by ARL’S Computational and Information Sciences Directorate at 
Aberdeen Proving Ground. SWEEPM’s high-fidelity physics sub-
modules can only be run on these supercomputers.

Put in perspective, a single iteration in a Monte Carlo simulation 
takes one second and, “Let’s say that you want to perform a 10,000 
iteration simulation, then that simulation would take roughly three 
hours,” Arthur explained. “Not too bad. However, say that a single 
iteration takes 20 seconds. That same simulation now takes closer to 
2.5 days to complete”.

“An engagement scenario with 10 moving targets and 10 guiding 
projectiles can easily take 20 seconds if not much more. Finally, say 
you need 1,00,000 iterations for good convergence of the data. The 
simulation will now take over 7.5 months to run to completion.”

For the 40mm grenade study, ARL research analysts want to per-
form 10,00,000 simulations of 10,000 iterations each.

“I calculate that it would take 316 years to perform this analysis 
in serial even with a decent processor. By taking advantage of the 
HPC, I am confident that we can cut the runtime down to under two 
weeks as a conservative estimate,” said Arthur. SPPH
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InternAl SecurIty Breaches

Snowden security breach leaves  
US ruffled

Edward Joseph Snowden (born June 21, 1983) is an American former 
technical contractor for the United States National Security Agency 
(NSA) and a former employee of the Central Intelligence Agency 

(CIA) who leaked details of several top-secret US and British Government 
mass surveillance programmes to the press. 

Snowden leaked the information, primarily to Glenn Greenwald of Lon-
don’s The Guardian, in spring 2013 while employed as an “infrastructure ana-
lyst” at NSA contractor Booz Allen Hamilton. The Guardian in turn published a 
series of exposés in June–July 2013 and revealed programmes such as the inter-
ception of US and European telephone metadata and the PRISM and Tempora 
Internet surveillance programmes. Snowden’s leaks are said to rank among the 
most significant breaches in United States history.

Snowden’s leaks have been a subject of great controversy. Some have 
called Snowden a hero and a whistleblower, while others have called him a 
traitor. Snowden has defended his leaks as an effort “to inform the public as 
to that which is done in their name and that which is done against them”. Gov-
ernment officials have condemned his actions as having harmed US interests 
and its position in the War on Terror. Meanwhile, the media disclosures have 
fuelled debates in the United States and elsewhere over mass surveillance, 
government secrecy, and the balance between national security and informa-
tion privacy in the post-9/11 era.

On June 14, 2013, US federal prosecutors charged Snowden with espionage 
and theft of government property. SP

UK girl reaches Turkey using  
toy passport

A nine-year-old British schoolgirl managed to get past Turkish 
customs officers with a toy passport identifying her as a uni-
corn. Emily Harris, from Cwmbran, South Wales, had taken 

the toy passport she had made for her pink toy unicorn on holiday 
with her. When the family passed through customs at Antalya air-
port to start their one-week holiday, Emily’s mom Nicky accidentally 
handed over the toy’s passport instead of her daughter’s, ‘The Daily 
Express’ reported.

However, the parents were shocked when they later realised 
their mistake and discovered passport officials had even stamped 

the unicorn’s passport. The passport is quite obviously a fake, Nicky 
said, pointing out that it is not only a completely different size and 
shape to the official document, but that it also has gold teddy bears 
on the front. SP

Konami security strengthened

Recently, the publisher detected 35,252 unauthorised logins 
to its Konami ID service from over four million attempts. The 
IDs and passwords appear to have been leaked from an exter-

nal service provider, which has yet to be named. In an official state-
ment, the Japanese company revealed the attack took place over an 
extended period of time between June 13, 2013, and  July 7, 2013. 
And Konami has stated that names, addresses, dates of birth, tele-
phone numbers and e-mail addresses may have been exposed dur-
ing the attack.

Measures have already been taken to block the IDs and pass-
words used in the breach, and those users affected should have 
already been contacted by e-mail. But the publisher has urged all 
users of the Konami ID service to reset their passwords. SP

Operation Mincemeat

In 1943 the Allied forces of America and Great Britain were pre-
paring to invade the island of Sicily. To keep the invasion secret, 
they orchestrated their own security breach. The Allies sent a 

body floating toward German/Italian occupied territory with docu-
ments detailing a fabricated Allied invasion of Sardinia and Greece. 
The Germans found the body and plans and accepted the false 
plans as true. As a result, the Allied invasion of Sicily was mostly a 
surprise to Axis command.

After the invasion, whenever actual Allied planes landed in Ger-
man hands, they would often refuse to believe them, assuming they 
were simply another Allied ruse. SPPH
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